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BIDS AND AWARDS COMMITTEE 
 

G/F Trade and Industry Bldg., 361 Sen. Gil Puyat Avenue, 
Makati City 

Bid Bulletin No. 1 
 

“Procurement of Enterprise Endpoint Security Solution with Patch Management 
for the Department of Trade and Industry” 

Bidding no. 23-048 
 

 
December 22, 2023 

 
This Bid Bulletin No. 1 is hereby issued to modify or amend the Bidding Documents. 
 

 
Section VII. Technical Specifications 

 

PREVENTION MODULES 

Security Server 

A dedicated virtual machine that ensures a high level of protection 
and performance that deduplicates and centralizes most of the 
antimalware functionality of antimalware agents, acting as a scan 
server. 

MANAGEMENT CONSOLE 

General 
Requirements 

The solution must have built-in two-factor authentication (2FA) that 
works with authenticator apps (Google and Microsoft) and does not 
require additional hardware and license to setup. 

Must have the capability to add, remove, arrange, configure, and 
customize the dashboard report and does not limit the IT admin to 
a fixed dashboard.  

Quarantine files can be stored up to 180 days and can be remote 
restores with configurable location or delete from management 
console. 

The administrator can customize installation packages including 
only desired modules: firewall, content control, device control, 
power user, EDR sensor. 

The proposed solution must provide integrated Endpoint Detection 
and Response (EDR), Endpoint Risk Analytics (ERA), and 
Sandbox Analyzer manageable in the same console without the 
need for additional virtual/physical hardware and license. 

The proposed integrated Endpoint Detection and Response 
(EDR), Endpoint Risk Analytics (ERA), and Sandbox Analyzer 
must be the same brand as the proposed Endpoint Protection. No 
additional agent must be installed. 

PATCH MANAGEMENT MODULE 

General 
Requirements 

The proposed solution must have the capability to patch Operating 
System (OS) and some third-party software application across 
Windows-based and linux-based (CentOS, RedHat, and SUSE) 
workstations, physical servers, and virtual servers.  

Shall provide ability to create a patch inventory. 
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Shall have the ability to set different schedules for security and 
non-security patches and postpone reboots for patching requiring 
a restart. 

The proposed Patch Management can be integrated to the 
proposed Endpoint Protection and does not require an additional 
agent or virtual/physical hardware to install. 

The proposed Patch Management must be the same brand as the 
Endpoint Protection and manageable in the same console. 

 
 

 
For the guidance and information of all concerned. 
 
 
 
          SGD. 
ATTY. AGATON TEODORO O. UVERO 
Assistant Secretary 
Chairperson, DTI Bids and Awards Committee 

 
 

Conforme:  
 
 

         
__________________________ 
        Name and Signature of 
     Authorized Representative 

                                                                            Date: ___________________ 


